(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organization 
International Bureau 



(43) International Publication Date 
31 January 2002 (31.01.2002) 




PCT 



(10) International Publication Number 

WO 02/008871 A3 



(51) International Patent Classification 7 : G06F 1/00 

(21) International Application Number: PCT/EPO 1/083 18 

(22) International Filing Date: 19 Jury 2001 (19.07.2001) 

(25) Filing Language: English 

(26) Publication Language: English 



(30) Priority Data: 
0017911.9 
0019185.8 



21 July 2000 (21 .07.2000) GB 
7 August 2000 (07.08.2000) GB 



(71) Applicant (for all designated States except US): 
HEWLETT-PACKARD COMPANY [US/US]; 3000, 
Hanover Street Palo Alto, CA 94304 (US ). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): CHIARABIN1, 
Luca PT/US]; 14984 Avenida Venusto #47, San Diego, 



CA 92128 (US). GONZALEZ, Manuel [ES/ES]; 
Maspons, I 2o la, 08012 Barcelona (ES). 

(74) Agent: ORSI, Alessandro; Hewlett-Packard Espanola, 
S-A., Legal Department, Avda. Graells, 501, 08190 Sant 
Cugat del Vafles (ES). 

(81) Designated States (national): CA, CN, JP, US. 

(84) Designated States (regional): European patent (AT, BE, 
CH, CY, DE, DK, ES, FT, FR, GB, GR, IE, IT, LU, MC, 
NL, FT, SE, TR). 

Published: 

— with international search report 

(88) Date of publication of the international search report: 

4 Jury 2002 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations" appearing at the begin- 
ning of each regular issue of the PCT Gazette. 



=j= (54) Title: DUAL LEVEL ENCRYPTED CACHE FOR SECURE DOCUMENT PRINT ON DEMAND 



< 



00 

o 
o 

is 



O 






* V~ 




SpecfinaAnnt 


306 


PD) 






second Level 


Encrypted 


— Cache 


data 



Secure Device 



(57) Abstract: An on-line distributed printing network comprises a postal computer, a orim manager computer 301 and at least one 
print service provider computer 302. The portal computer 300 and print merchant computer 301 are connected by a relatively high 
bit rate capacity communications link 302. The print merchant computer and print service provider computer 303 are connected by 
a conventional low bit rate capacity commumcations rink 304, e.g. a 25 kilobits per second modem. Tte print uianagex computer 
and print service provider computer have respectrve n^ and second levdca^ 

data transferred from the portal to the print manager computer to the print service provider computer. Local storage of encrypted 
content data at the first and second level cache devices reduces the need for transmission of high volumes of content data over the 
ccimmunicaticms Knks. Encryption of the content data is maintained throughout the commimications up untfl a final printer device 
309 which has decryption capability, thereby ensuring security of content data from portal to printer device. 
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